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Modelli di reti

 Centralized: un server
 Decentralized: molti server
 Distributed: peer-to-peer

Centralized Decentralized Distributed
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Tecnologie base

* firma digitale
* marca temporale (timestamp)
* merkle (hash) tree

Satoshi Nakamoto 2008
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https://en.wikipedia.org/wiki/Satoshi_Nakamoto

Come funziona Il blockchain

Ogni nodo/server tiene un registro (ledger) degli eventi di
blockchain

L’'utente si rivolge ad una piattaforma per creare un block di un
evento

Ad ogni evento si crea un block che si unisce a quello
precedente, il quale viene firmato e fissato con marca temporale

Quando il block e completo viene inviato ai miner per la
validazione

Questo blocco entra nei registri distribuiti solo se risolto dal
miner

Se il block viene scartato viene inserito nella mempool

Si ottiene la validazione del blocco se e approvato dal 50%+1
dei reqistri (miner)
Consenso distribuito
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How a blockchain works

A wants to send The transaction is The block is broadcast to
money to B represented online every party in the network ] _—
as a 'block’ miners
\

~

Those in the network The block then can be added  The money moves

approve the to the chain, which provides fromAtoB
transaction is valid an indelible and transparent

record of transactions

E

Figure 2. Financial Transactions using the Blockchain technology®.
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Transactions
Transaction 101
Alice seils a property to Bob for 510 million.

Signaoture: Alice’s digital signature

Alice

1. Transaction is sent
to all validating

nodes
Validating /‘\ /\
nodes
|| == —

Whitepaper On | === =
Distributed Ledger Technology D] — | e—
11 Nov 2016 =)= — e
3. Transaction 101
is added to the
ledger of each
validating node
Distributed
ledgers
Tx 101 Tx 101 Tx101
4. Bob can receive
\ l Transaction 101
from any of the
validators
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Figure 4. Generation of Blockchain from unordered transactions.
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Merkle (hash) tree

 http://onlinemd5.com/
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- §Verificare un blocco e costoso

* https://guadagnabitcoin.wordpress.com/bit
coin-mining/
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Minatori

Distribuzione capacité di Hash una stima della distribuzione della capacita di hash tra i
principali gruppi di minatori

Il grafico qui sotto mostra Ia percentuale di mercato dei gruppi di minatori pitl popolari. Va considerato come una stima grezza e per vari motivi non sara mai accurato al 100%. Una
larga percentuale di blocchi Sconosciuti non significa che sia in corso un attacco alla rete, significa solamente che non siamo stati in grado di determinare la loro origine.

24 ore - 48 ore - 4 giomni

BATPOOL: 0.8%
GBMiners: 0_8%
Unknown: 1.1%
Kano CKPool: 1.1%
CANOE: 1.5% / — BTC.TOP: 10.3%
Telco 214: 1.6% i

Bitcoin.com: 2_3%

BW.COM: 3.6%
BitClub Network: 3.6%
1Hash: 4.4%
SlushPool: 4.5% | ETCC Pool: 9.7%
ViaBTC: 4.8%
BTC.com: 6.3%
BitFury: 6.4%

Bixin: 9.1%
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Mempool

The blockchain cycle

L5 -
- —

Miner collects
Blockchain transactions

Block header
Hash 000....X....
Other metadata

Transaction list

I If first to complete, append block to chain R ———
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https://en.wikipedia.org/wiki/File:Blockchain.svg

Anatomia di un blocco

T L Y
| TRANSACTION :
| |
| Flle Data Merkle |
| Hash Location Root |
| ' A A |
| |
T S L L P S W Y | S e g Ty e ey ol

Figure 14 Metadata Insertion in the Blockchain®*.
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Esempio di registro

BLOCKCHAIN

Altezza

468280 (Catena Principale)
465266 (Catena Principale)
458265 (Catena Principale)
468256 (Catena Principale)
4682485 (Catena Principale)
465241 (Catena Principale)
468229 (Catena Principale)
468217 (Catena Principale)
468205 (Catena Principale)
468197 (Catena Principale)
468179 (Catena Principale)
458176 (Catena Principale)

468160 (Catena Principale)

PORTAFOCLIO GRAFICI

STATISTICHE MERCATI AP

Ultimi Blocchi Trovati Da BTC.TOP

Orario

2017-05-26 22:03:32

2017-05-26 19:55:22

2017-05-26 19:54:43

2017-05-26 18:04:12

2017-05-26 16:34:57

2017-05-26 15:36:52

2017-05-26 13:46:20

2017-05-26 11:59:02

2017-05-26 10:32:46

2017-05-26 08:55:11

2017-05-26 05:39:21

2017-05-26 05:20:21

2017-05-26 02:41:20

hash

000000000000000000a0ccaal84cf28f1b1e6faazdad9a2ded 73faal39916d93

00000000000000000167b7c135f100ad81600666a8547d1fAc4c453706544eae

(0000000000000000019b81ca665a5484f9ce486c2d07ab448527bbf4fabdI1c0

000000000000000000ff3257259475a795b3b8eac 18957 db846f5077df3f6cT

0000000000000000000eckTbbad55f16d60df78e815234bedbeD619fdE610ale

0000000000000000013bd383b6d9648b847062b784bec284f42142ea19adc586

00000000000000000157 ef66bed02d1447effcarde2e6b261 1fo08d5df946da

000000000000000000bf43c945677cef2c24c9ae056d3a%e0007098%105fEde

000000000000000000e6cb1a1569e345318a0f0152ab66f0026e80e404c 2f4c3

0000000000000000012851e3cDb77d573269f3978d8eal0d0f458c234553496a

00000000000000000152a11Tee43dbe898b2398ac 35ddbbbef187aTIbB2a3f42c

000000000000000000c 11ce53fdce23985dafE1364fd7548:624e54621fc0532

000000000000000000b034ec3c192cTce2673bbed 142ade9addc5d68c417ddf6
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O\ Ricerca di blocco hash, delle transazioni, indirizzo,

Dimensione (KB)
999.07
999.07
999.17
999.13
999.11
996.97
999.14
999.14
999.1
999.04
999.04
999.12

999.07




Anatomia di una transazione

BLOCKCHAIN

PORTAFOGLIO GRAFICI STATISTICHE

MERCATI API Q Ricerca di blocco hash, delle transazioni. indirizzo.

Transazione ottieni informazioni su una transazione bitcoin

313d339d1b927fe0e62d30279634606bd9854C T30349acT7984 37 154 11deD3Vc

14KiZVbvewSAWFaBSrvTCsikNj3GQrEsDd
1LRsZaFrinaRqEDWSTESgYKSEQKT]rsESp

Sommario

Dimensione

Ora di Ricezione

Incluso nei Blocchi

conferme

Inoltrato dall'lP

Visualizza

519 (byte)

2017-05-21 10:44:37

468243 ( 2017-05-26 15:49:50 + 7,505 minuti )
44 conferme

195.169.138.2 (whois)

Osserva il Grafico ad Albero

<

1JGjtMocHpCWRAryINIRroT1 KWroKmPSE 0.0005711 BTC
1DnFyw7vssX6JJhevCcjhDnAoub3kegvium 0.00005551 BTC

0.00062661 BTC

Input e Output

Totale Input 0.00072661 BTC

Totale Qutput 0.00062661 BTC

Tasse 0.0001 BTC

Costo per byte 19.268 sat/B

Stima dei BTC scambiati 0.0005711 BTC

Script Maostra gli script e Ia coinbase
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Grafo di una transazione

Visualizzazione Transazione 3f3d339d1b92fe0e62d30279634606bd9854c730349aci79843cT15411de3Tc

@ Output speso - Clicca per caricare i suoi figl. @ Output da spendere e senza figli. | Non Raggruppare .

0.0005711 BTC

1JGjtMocHpCwRdr yBNERrDT 1KWroKmPSE

O 0.00062661 BTC

origin

@ 0.00005551 BTC
1DnFyw7vssXBJIhBvC chDntoub3kégyUm
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BLOCKCHAIN PORTAFOGLIO  GRAFICI  STATISTICHE =~ MERCATI AP

Indirizzo Bitcoin ali indirizzi sono degli identificatori che usi per inviare bitcoin a qualcun altro.

Sommario Le transazioni ; ;
Indirizzo 19ExgdZwZKF9ngWBUmMDhWznY 8BkzGELWW Nr. Transazioni 2 : —
Hash 160  5a64e555a86793baf00fdcd7f698ac569e1920fc Totale Ricevuto 0.00055309 BTC

Utensili Tag correlati - Uscite non spesi consuntivo 0BTC

Richiedi pagamento Bottone Donazioni

Le transazioni (Prima i pia vecchi) Filtro «
3bB8ec6d9b9e175d92067ebb0d00cT1621baa2d 3488970 1d60af852c66100ccas 2017-05-23 17:53:58
19ExgdZwZKFOngWBUmMDhWznY 8BkzGELWHW # 1JGjiMocHpCwWRdr1ySNSRrDT1KWroKmPSE 0.00045111 BTC
2f40ebd24848b9ddad0ase 14ed7443b87dcb062095472 3ebhe2f286fT6090ac 18 2017-05-23 17:53:57
1JGjtMocHpCwRdr1ySNSRrOT1KWroKmPSE » 19ExgdZwZKFIngWBUmDhWznY8BkzGELWW 0.00055309 BTC

0.00055309 BTC
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BLOCKCHAIN PORTAFOGLIO GRAFICI  STATISTICHE MERCATI AP

CURRENCY STATISTICS

Prezzo di mercato (USD)
$2,300.71
usbD

Prezzo medio di mercato in USD nelie
principali borse di cambio bitcoin.

Grafici sui Bitcoin

La fonte piu attendibile per i dati sul blockchain bitcoin.

BLOCK DETAILS MINING INFORMATION NETWORK ACTIVITY WALLET ACTIVITY

STATISTICHE POPOLARI

Dimensione media del blocco Transactions per Day MemPool Size

0.96 335,319 111,775,207

Megabytes Transactions Bytes
La 24 ore dimensione media del blocco in Il numero complessivo di transazioni La dimensione aggregata delle
MB. Bitcoin confermati nelle ultime 24 ore. transazioni in attesa di essere
confermata.
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Diversi
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modell

 Pubblica: network
pubblica

— Tuttl possono
scrivere

— Non servono
permessi

— Non c’e un punto di
controllo

— Anonima

* Privata: rete privata

— Solo attori noti e
identificati possono
partecipare

— La rete e gestita da
un gestore

— Non ¢l sono
controllori

— Non ¢’e anonimato



Attori coinvolti

Developer

)

&
. °
Designs DLT "" 4 } ¢ Designs DLT
’ ) .
: 4 . .
. +

Processes transaction

Sends transaction,
transaction fee
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Membership

anager Secure governance
8 administration space
Cryptographic key Developer Encrypted channel
manager .
4 -
e 3
Designs DLT : o
! “:-.
QK de feedback i
o ‘l Provide feedbac t‘_ :. ® Designs DLT
po. ’8
' -' l‘- ‘

Processes
transaction

Validating
node
Sends transaction

A common governance structure of, and roles in, a permissioned DLT network
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npermissioned vs. Permissioned
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9.2 Privacy

Unpermissioned DLT Networks

User identities are pseudo-anonymous since only a limited amount of personal data and identity
information is stored in unpermissioned DLT networks. Although transactions in an unpermissioned DLT
network are usually unencrypted, they can only be traced to DLT wallet addresses, which are numerical
strings associated with wallets but which do not reveal the wallet’s private (secret) key, and do not expose
much wallet owner information. This helps preserve privacy and hide the identity of the owner.

Users can further protect the privacy of their transaction history by utilising different DLT wallet addresses
to conduct individual transactions.’” This makes it very difficult for other parties to trace the owner’s
identity, or to identify the owners of the transactions and assets stored in the unpermissioned DLT
network.

Permissioned DLT Networks

Transactions in a permissioned DLT network are encrypted to prevent unauthorised parties from reading
them. Network communication among validating nodes and users is also encrypted to make data
unintelligible even when intercepted during data transmission over the permissioned DLT network. Data
privacy can be further protected by storing confidential data in a restricted location, with the DLT ledgers
merely storing the hash of this data.‘

_




Anonimato vs. Legal control

The privacy challenge

In addition, there is always a challenge and in some cases a dilemma for an unpermissioned DLT network
when faced with the need to protect user privacy while also being required to assist law enforcement
authorities. Government authorities want to be able to detect illegal cryptocurrency activities such as
money laundering, tax evasion, drug trafficking, and ransom payments. On the other hand, users may be
concerned that details of their crypto-currency activities, and hence of their personal data and lifestyles,
could be exposed to unauthorised parties. The challenge of dealing with the conflict between the need
for users’ privacy and the right for authorities to know about and monitor activities for various legitimate
purposes cannot be underestimated.
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Trasparenza vs. riservatezza

The privacy challenge

Sensitive transaction data in a permissioned DLT network often needs to be treated with confidentiality,
and access to such data should be restricted to authorised parties only. Strong data encryption and
adequate access controls are essential for protecting a permissioned DLT network. A permissioned
DLT network should be carefully designed, with the security and data protection requirements being
embedded at the system design stage and thoroughly scrutinised before implementation.

A node may serve the purpose of storing a ledger or a database. As new applications evolve for
processing data in the DLT ledgers, the need will also arise for new cryptography technologies to ensure
adequate data protection. For instance, a need may arise for carrying out a new kind of big data analysis
on the records stored in a DLT ledger. To ensure the safety and efficiency of the DLT network, it would be
desirable to be able to perform big data analysis on such records in an encrypted form. Also, advances
in computing power (e.g. quantum computing) might one day render current encryption technology
breakable. New cryptographic technology will always be needed over time to provide improved
protection.

In addressing the challenge of balancing data privacy and data transparency so that authorities can
carry out certain actions, permissioned DLT networks are obviously a better option. A permissioned
DLT network can be designed in a way that meets data privacy requirements while at the same time
complying with the requirements of law enforcement agencies and regulatory authorities. For example,
since the members of a permissioned DLT are trusted and known parties, the accepted operating rules can
specify the need for them to comply with local laws and regulatory requirements.
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blockchain

Distribuito

Sicuro
Irrevocabile
Accountable
Trasparente

Fra attori che non
S| CONOSCOoNO

In un processo

Volume del registri

Costoso In termini
di perfomance

Conflitti di blocchi
Blocchi orfani
Privacy issues
DDos e virus



IBM

Blockchain Potential Applications & Disruption

The blockchain is radically changing the future of transaction based industries

Digital Rights @
Wagers e

Private Markets o

Debt @

Crowdfunding @ 6 Voting
Derivatives 9 Intellectual Property
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IN-DEPTH ANALYSIS

EPRS | European Parliamentary Research Service
Author: Philip Boucher
Scientific Foresight Unit (STOA)
PE 581.948
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* http://www.ninjamarketing.it/2017/02/17/ca
ratteristiche-evoluzioni-potenzialita-
blockchain-roberto-ferrari-chebanca/
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IBM- WATSON PER | DATI
SANITARI ITALIANI
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Architettura

IBM Bluemix | & Watson APls

IBM Watson

Internet of
Things Platform

Visual Recognition client
Text to Speech client
Speech to Text client

loT client

Watson Training Assistant

Gestures
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Investimento
150 milioni di
dollari

http://www.privacyitalia.eu/pri
vacy-dati-sanitari-degli-
italiani-regalati-ibm/2431/

= \
IBM Wats&ealth

i

Ma il Garante della privacy, Antonello Soro, gia il 22 febbraio 2017 ha inviato una lettera a
Governo e Regione Lombardia per avere chiarimenti sulla vicenda. || Garante ha ribadito due

concetti fondamentali per il rispetto della privacy dei cittadini italiani:

+ | trattamenti di dati sanitari per fini di ricerca medica, biomedica ed epidemiologica possono
prescindere dal consenso dell'interessato solo quando la ricerca sia prevista da
un’espressa disposizione di legge.

« Possono trattare dati personali solo “soggetfti appositamente designati responsabili esterni
del traftamento, individuati tra soggetti che, per esperienza, capacita e affidabilita, forniscano

idonea garanzia del pieno rispetto delle vigenti disposizioni”.
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Q FINANCIAL TIMES

NWORLD US COMPANIES MARKETS OPINION WORK & CAREERS LIFE & ARTS

NHS to trial artificial intelligence app in place
of 111 helpline

London experiment will perform triage for urgent but non-life-threatening
conditions

grab: legally inappropriate
Editorial

yany pain?

B e
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DeepMind given ‘legally inappropriate’ access
to NHS data

Records were shared with the Google-owned Al company to frial Streams health

i on 8 phone app, like the one already builf by Babylon, rather than
ifage: company: NHS
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N ational
Data —

3rd Floor

G 1 Trevelyan Square
uardian Boar Lane
Lewds LS1 6AE

ndgoffice@nhs. net

Our ref: 534
20" February 2017

Letter via emall
Dear Professor Powis

Re: Sharing of information by the Royal Free with Google DeepMind

| should Like to thark you and your colleagues for attending the meeting of my advisory
panel on 24 January 2017, and for your correspondence of 15 February 2017, clarifying two
of the points clscussed at the meeting. | am very grateful for the constructive way you
have engagec with my panel and me since we began our discussions with you last year,

As | have said before in our correspondence, we keenly appreciate the great benefits that
new technologies such as Streams can offer to patients, in terms of better, safer, more
timely care. As | know you also appreciate, wherever patient data is used, it Is absolutely
paramount that this is done In a transparent and secure manner, which helps to build

public trust, otherwise the full benefits of such developments will not be reslised, and

Indeed harm may be done.,

You first came 10 a meeting of my advisory panel on 26 May 2016 and subsequently
provided furthes information in your letter of 1 Juty 2016. iIn this letter you said that:
"Streams 15 not currently In use at RFH" and that “only small scale testing of the pre-
production prototype version of Streams has taken place to date, with a focus on refining
the design anc functionality of the application”. You also stated that the “clinical safety
verification = stil in progress” and that “Streams was not, and will not be relied on for
Patient care until this process has concluded™. You confirmed to us that 1,6 million
iGentifadie Satient records were transferred to Googie DeepMing and that implied
corgent for Crect Care was the legal basi for the Cata procemting

In my letter to you of 16 Decemnber 1016, | explained that, at the request of the
Information Commissiones, my panel and | would provide advice to the ICO based on our
experience of the application of the common law duty of confidentiality, and particularly
the use of the legal basis of Implied consent to share data for direct patient care.

As you know from that letter, my view is that whon work is taking place to develop new
technology this cannot be regarded as direct care, even If the intended end result when
the technology is deployed is to provide direct care, Implied consent Is only an

appropriate legal basis for the disclosure of identifiable data for the purposes of direct
care if 1t aligns with people’s reasonable expectations, i.e. in a legitimate relationship.

When | wrote o you In December, | said that | did not believe that when the patient data
was shared with Google DeeoMing, implied consent for direct care was an appropriate
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